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lMocne ycTaHOBKKU U BKAOYeHUsA dashboard (ccbisika Ha cTaTblo https://microk8s.io/docs/addon-

dashboard) Hn4yero He oTobparkaeTcs Mo NpuUYnHe OTCYTCTBUSA MpPas.

He 3abbiBaemMm:

microk8s kubectl port-forward --address 0.0.0.0 -n kube-system service/kubernetes-dashboard
10443:443

YT106bl BCe 3apaboTano, HeobxoanMo caenaTb caepyollee:

Co3paTb (hann defaultrolebinding.yaml CO ClefyOLLUM COLEPXKUMBIM:

apiVersion: rbac.authorization.k8s.io/vl
kind: ClusterRoleBinding
metadata:

name: default-role-binding
subjects:
- kind: ServiceAccount

name: default

namespace: kube-system
roleRef:

kind: ClusterRole

name: cluster-admin

apiGroup: rbac.authorization.k8s.io
BbIMONMHUTbL Criegyouwyo KOMaHAay:
microk8s kubectl apply -f defaultrolebinding.yaml

B pe3yfnbTaTe Mbl YBUAUM MHDOPMALMIO O CBOEM Yy3Jie (K/lacTepe):


https://microk8s.io/docs/addon-dashboard
https://microk8s.io/docs/addon-dashboard
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https://kb.randmgroup.ru/uploads/images/gallery/2021-04/QcmFCmOGCKhLZnj1-image-1617957185027.png

unable to recognize ": no
matches for kind "Ingress" In
version "extensions/vlbetal”

B npouecce yCTaHOBKN UCMNOAb3YS CAeayoLLYy0 KOMaHay:
microk8s helm3 upgrade --install elma365 ./elma365 -f values-elma365.yaml --timeout=30m

Mo>xeT BO3HUKHYTb ciefytoLlas owmnbka:

Error: unable to build kubernetes objects from release manifest: unable to recognize "": no
matches for kind "Ingress" in version "extensions/vlbetal"

OHa cBsi3aHa C HEKOpPpPeKTHOW Bepcmen microk8s. CHa4ana Hy>KHO yaananTb microk8s komaHaon:

snap remove microk8s

N yCTaHOBUTb KOPPEKTHYIO (Ha TEKYLLNA MOMEHT):

snap install microk8s --classic --channel=1.32/stable
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Lens

Ons nogkKNoYeHns K Knactepy € noMowblo Lens Heob6xoAnMMO NOAYy4YNTb €ro KoHpurypauumto. Ons
3TOro HeobxoAnMMo BBECTU B KOHCOJIM KOMaHAy

microk8s config

Pe3yﬂbTaTOM BbIMOJIHEHUA 6y,ueT I/IHd)OpMaLI,I/IFI, KOTOPYHO Heobxoammo CKOrMnmpoBaThb B Lens npun
nobasneHun KnacTtepa:

apiVersion: vl
clusters:
- cluster:

certificate-authority-data:
LSOtLS1CRUAITiBDRVIUSUZIQOFURSOtLSOtCk1IJSURCRENDQWV5Z0OF3SUIBZO1KQVBQMGhoaFduTTROTUEWRONTcUdTSW
IzRFFFQKN3VUFNQmMN4RTRBVEJInTLYKQkFNTURERXdMakUxTWkOeE9ETXVNVEF LRncweEQURXANVF13T1RRNESUaGFGdzAw
TnpBeklIETXdPVFEOTTRoYQpNQmMN4R1RBVEINT1ZCQULINRERFAOXqRTFNaTRATORNdULUQONBUO13RFFZSktvWklodmNOQV
FFQkJRQURNZOVQCKFEQONBUWIDZ2dFQkFQbWpiZ3F6NWXTL3F1TldlcDduVEINUS94NXp6MUISbGR3dTIKZKVXbEtIRXVW
T3RZYUOKeVIMbOxtYmZBbUxTd2ZDSXIycWhyZ1UXTIFTdO96WUVCeXpNZO1lWaWtzejZ1VjI3Um10b3RxbXpXLzZHQTh1SQ
pmM1MvTURERHh2ZmQvalhrb21peTESWCtPVENDTHFUTMIZRG45RkdRT j IWSVVzVWV5Z255L2] jbkpDbOXLTGtBCmOANHVT
UXBLYUJ1T3hzeFZBU3J6CcURINk1uczN5YOpyWXRqSGIBaDBTcWxFdHhKb1pGOGIpTGx2Q2 LRVKMYNE4KQ2IyMkpRMHVYQW
FRULBIRmRsaGtKU1RBL2YOVFp1VDN2N2tpal9QZWpGT252MO XY 1d3UXZRYU5ad0ImMONQQwozKOdIRXNSUINPYKQ5Z2FG
ODhVTXNScEM1TFBaVm12eFFVcONBdOVBQWFOVELGRXdIUVIEV1IwTOJICWUVGUELKCmp6ZWhaYW1nSOxPSkQyVitiU3VMaH
FjU01COEdBMVVKSXdRWU1CYUFGUE1KanplaFphbWdLTE9KRDIWK2ITdUwKaHF j U0 1BOEdBMVVKRXdFQi93UUZNQU1CQWY4
dORRWUpLb1pJaHZj TkFRRUXCUUFEZ2dFQkFIOV1PaGRMT3RXKwpxbkhnajRYMj cwSWRFNDNTc3JRRENEUNY4UGpRVmMVwYy
tNUEdrMU10cFNsckgvTkNnc2puMzZ2RmpFeUJzcXFICkh4QmhPdi9wR3NIUHdUa2p3bXNSYkdwWkliQTdRcGNKSTZ1aEM4
aFUwSmI2b3ZwSU9zZnR6SFF6SVA4NWRhOESKWGptbVY2UzNLQNnZtZ1pKMU1WZZzFuUFBGYnpBdVhoaXIORmFvZ3AzL21wNk
VFdWtYNUYydnQvVDdSaC9XODFDNQphUFhpTDdSMTUxQm9aU3U2Y2ZUdGx2Y092cWIDSDFvaXlvWlIIV2dSeELPVTU2dXVu
RXTUdVNoMjInbGVSSTAyCk8xWk9rNEVBS3VNMEs ra05SeEVvcXNmeF1iY1ZicENvbGVIRXTLUVhhNzJJUORrd LVWRmhRMk
XGZTJI1bmtvRDgKY2JZbVAxVU1tZ009Ci0tLSOtRUSEIENFUTRIRKIDQVRFLSOtLSOK

server: https://192.168.0.2:16443

name: microk8s-cluster

contexts:
- context:

cluster: microk8s-cluster

user: admin



name: microk8s
current-context: microk8s
kind: Config
preferences: {}
users:
- name: admin

user:

username: admin

password: SO05BcnhgaWpCNz1RaWtDZEIzNHEzVU5qKzZCaERUbWx]jQ2d6VTFmcjkrQTOK



Lens - Metrics not available at
the moment

For any of you who have the same issue, you can use my ClusterRole.yml here which is based on
the PR:

kind: ClusterRole
apiVersion: rbac.authorization.k8s.io/v1
metadata:

name: lens-read-metrics

rules:
- apiGroups:
resources:
- services/proxy
verbs:
- get
- list
- watch

You can bind this ClusterRole with your newly created service accounts with:

kind: RoleBinding
apiVersion: rbac.authorization.k8s.io/v1l
metadata:
name: lens-read-metrics
namespace: lens-metrics # this is the namespace where Lens creates its metrics services by
default
subjects:
- kind: ServiceAccount
name: <put your account name here>
namespace: <your service account namespace>
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole

name: lens-read-metrics



Unable to connect to the server:
x509: certificate has expired

He cTapTytoT cepBuchl. Mpu nonbiTke 4TO MMbO caenaTb nosyyaem npobaemy c cepTudmnkaTom,

Harnpumep:

microk8s kubectl get pod

Unable to connect to the server: x509: certificate has expired or is not yet valid: current
time 2022-05-18T12:09:52+03:00 is after 2022-04-28T07:26:01Z

Kak fie4ynTb:

microk8s.refresh-certs --cert server.crt
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microk8s.kubectl delete jobs --field-selector status.successful=1l



?7°?7?°7°?7? 2?77?77 kubectl

Mpu ycTaHoBKe 4yepe3s snap microk8s kubectl "B no6" HepocTyneH. YTobbl NCNpaBUTb AaHHYIO
npobnemy cnenyetT BbINOJHUTb:

snap alias microk8s.kubectl kubectl

Ternepb MOXHO ncnonb3oBaTh kubectl Hanpsamyto.
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kubectl get pods --field-selector 'status.phase=Failed' -o name | xargs kubectl delete



PPV



CepTudumkaThl
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CepTudnkaThl

P7P70007270°07070 0707270707070

MNMocne NpoBepkn cepTUPUKaToB BO3MOXXHO noTpebyeTcs nx obHOBUTL. BO3MOXXHO HECKOJIbKO

BapuvaHTOB, Hanpumep:
The CA certificate will expire in 3282 days.
The server certificate will expire in -3 days.

The front proxy client certificate will expire in -3 days.

Torga HY>XHO 0BHOBUTbL CEPBEPHBLIN U PPOHT cepTUDUKATBLI KOMaHOAMN:

microk8s.refresh-certs -e server.crt

microk8s.refresh-certs -e front-proxy-client.crt

Ho ny4le 3ankcnpoBaTb 3TO B Crone:

511 * * /snap/bin/microk8s.refresh-certs -e server.crt

512 * * /snap/bin/microk8s.refresh-certs -e front-proxy-client.crt


https://kb.randmgroup.ru/books/microk8s/page/proverka-sertifikatov

kubectl scale deploy -n <namespace> --replicas=0 --all
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kubectl patch ds/nginx-ingress-microk8s-controller -n ingress --type='json' -p='[{"op":
"replace", "path": "/spec/template/spec/containers/0/ports",
"value":[{"containerPort":80,"hostPort":8080, "name":"http", "protocol":"TCP"}, {"containerPort":
443, "hostPort":8443,"name": "https", "protocol":"TCP"},{"containerPort":10254, "hostPort":10254,"
name": "health","protocol":"TCP"}]}1"'

kubectl rollout restart ds/nginx-ingress-microk8s-controller -n ingress
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YCTaHOBKa C Hy/iA

1. 27270707077

Ecnun paHee cTtosan microk8s, To cHoCcuM ero:

snap remove microk8s

Janee ctaBuM cBexxee (Ha MOMEHT HanucaHus 6bbina 1.32.8):

snap install microk8s --classic --channel=1.32/stable

Ona ynobcTea oenaeM anmachl:

snap alias microk8s.kubectl kubectl

snap alias microk8s.helm3 helm

CMOTpVIM CTaTyC 4TO BKJIIO4EHO 4YTO HET - MUHNMYM HaOo:

root@e365nl:~# microk8s status

microk8s is running
high-availability: no

datastore master nodes:

127.0.0.

datastore standby nodes: none

addons:

enabled:
dns
ha-cluster
helm
helm3
hostpath-storage
ingress
metrics-server
rbac
storage

disabled:
cert-manager
cis-hardening

community

H O O H OH OH OB O H OH R

(core)
(core)
(core)
(core)
(core)
(core)
(core)
(core)

(core)

# (core)

# (core)

# (core)

1:19001

CoreDNS

Configure high availability on the current node

Helm - the package manager for Kubernetes

Helm 3 - the package manager for Kubernetes

Storage class; allocates storage from host directory
Ingress controller for external access

K8s Metrics Server for API access to service metrics
Role-Based Access Control for authorisation

Alias to hostpath-storage add-on, deprecated

Cloud native certificate management
Apply CIS K8s hardening

The community addons repository



dashboard
gpu
host-access
kube-ovn
mayastor
metallb
minio
nvidia
observability
metrics
prometheus
registry

rook-ceph

H O OH OH O OH OB O H OH R

H*

(core)
(core)
(core)
(core)
(core)
(core)
(core)
(core)

(core)

(core)

# (core)

(core)

The Kubernetes dashboard

Alias to nvidia add-on

Allow Pods connecting to Host services smoothly
An advanced network fabric for Kubernetes
OpenEBS MayaStor

Loadbalancer for your Kubernetes cluster

MinIO object storage

NVIDIA hardware (GPU and network) support

A lightweight observability stack for logs, traces and

Prometheus operator for monitoring and logging
Private image registry exposed on localhost:32000

Distributed Ceph storage using Rook

metric-server nyylwe CTaBUTb CBEXUI OTCOAa


https://kb.randmgroup.ru/books/microk8s/page/2-metric-server

2. Metric Server

Bbisio 3aMedeHo, 4TO B 6a3oBown Snap yCTaHOBKe metric server He I'IepBOVI cBeXxecTtu, nosaTomy
CTOUT CTaBUTb OTCHOOa.

kubectl apply -f https://github.com/kubernetes-sigs/metrics-

server/releases/latest/download/components.yaml

Bonee nogpobHo cMOTpuM cloda


https://github.com/kubernetes-sigs/metrics-server

3. ??7?7?7?7? Ingress

Be3 sToro nokasbiBaeT 404. ELMA365 pa3melweHa B namespace default:
#!/usr/bin/env bash

nodesCount=$(microk8s kubectl get nodes -1 elma365.com/node=initial --no-headers 2>/dev/null |
wc -1)
if [[ $nodesCount -eq O 1]; then

microk8s kubectl label node --all elma365.com/node=initial --overwrite=true

fi

while true
do
# microk8s enable storage dns rbac ingress linkerd && break

microk8s enable storage dns rbac ingress && break

sleep 5
done
if [ "$ELMA365 INSTALL MODE" !'= "upgrade" 1; then

microk8s kubectl patch ds/nginx-ingress-microk8s-controller -n ingress --type='json' -
p='[{"op": "replace", "path": "/spec/template/spec/containers/0/args", "value":["/nginx-
ingress-controller","--configmap=$(POD_NAMESPACE)/nginx-load-balancer-microk8s-conf","--tcp-
services-configmap=$(POD NAMESPACE)/nginx-ingress-tcp-microk8s-conf","--udp-services-
configmap=$(POD NAMESPACE)/nginx-ingress-udp-microk8s-conf"," ","--publish-status-
address=127.0.0.1"1}1"

sleep 15

echo "Patching the ingress k8s version 1.21"

microk8s kubectl patch role nginx-ingress-microk8s-role -n ingress --type='json' -p='[{"op":
"add", "path":"/rules/3", "value":{"apiGroups":[""],"resourceNames":["ingress-controller-
leader"],"resources":["configmaps"],"verbs":["create", "update"]}}1]"'

microk8s kubectl patch configmap nginx-load-balancer-microk8s-conf -n ingress --type='merge’
-p='{"data":{"annotation-value-word-

blocklist":"[\"load module, lua package, by lua,root,serviceaccount\"]"}}'



microk8s kubectl rollout restart ds/nginx-ingress-microk8s-controller -n ingress

sleep 15
fi

echo "Waiting for disk provisioner™
while true
do
microk8s kubectl -n kube-system wait --for=condition=Ready --timeout=1200s pod -1 k8s-
app=hostpath-provisioner > /dev/null 2>&1 && break
sleep 5

done

microk8s status --wait-ready > /dev/null
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Terminating

for p in $(kubectl get pods | grep Terminating | awk '{print $1}'); do kubectl delete pod $p

--grace-period=0 --force;done



270707°07°27?07°707°? ? LXC

1. CospaTtb CT
- Y6paTb Kpbbkuk Unprivileged container (ecnn 3aToro He caenatb NOTOM HY>XXHbl ByAyT TaHUbl C
by6bHOM)

2. He 3anyckaTb CT n B Options otmeTuTb Nesting n FUSE

3. B koHconu PVE B kKaTanore /etc/pve/Ixc HanTm KoHgur cosgaHHon CT n gobaBuTh cnepyioulee:

xc.
xc.
xc.
xc.

1xc.

apparmor.profile: unconfined

cap.drop:

mount.auto: proc:rw sys:rw

mount.entry: /dev/fuse dev/fuse none bind,create=file 0 0

mount.entry: /sys/kernel/security sys/kernel/security none bind,create=file 0 0

4. 3anyctuTb CT n gobaBuTb B crontab (crontab -e):

@reboot 1n -s /dev/console /dev/kmsg

5. BbINOAHUTL angenT 1 YCTaHOBKY HEOOX0AMMOrO:

apt update && apt upgrade -y && apt install snapd squashfuse fuse sudo -y

6. Nepesanyctutb CT

7. YcTaHOBUTb Mmicrok8s:

snap install microk8s --classic



