[Tlepexon Ha Cilium Gateway

He peweH Bonpoc ¢ CORS

Mepen nepexonom Ha Cilium Gateway Heo6X04MMO BbIMOJIHUTL LWArn, onnucaHHble TyT. 34eCb Mbl
paccMoTpuM BapuaHT gas single node pegakuunsa Enterprise Bepcna 2026.4.42. [1nqa pefakuunm
Hub Bce HaMHOro cnoxxHee n byaeTt onncaHo No3xxe.

3 cnpaBku TyT co3naem gateway:

kubectl apply -n kube-system -f - <<EOF
apiVersion: gateway.networking.k8s.io/vl
kind: Gateway
metadata:

name: cilium-gateway
spec:

gatewayClassName: cilium

listeners:
- name: http
port: 80

protocol: HTTP
allowedRoutes:
namespaces:
from: All
- name: https
port: 443
protocol: HTTPS
tls:
mode: Terminate
certificateRefs:
- name: elma365-tls
allowedRoutes:
namespaces:
from: All
EOF


https://kb.randmgroup.ru/books/k8s/page/perexod-s-ingress-na-cilium-gateway
https://elma365.com/ru/help/platform/cilium-gateway.html#create-gateway

Ham He Hy>XeH 443, T.K. y HaC UCMNoJib3yeTCs reverse proxy, KOTOPbIN BbINOJIHAET BCe
HY>XHble aKTUBHOCTUN B YacTu HTTPS

Mo3ToMy B ynpoLleHHOMY C/lyyae y Hac byaeT:

kubectl apply -n kube-system -f - <<EOF
apiVersion: gateway.networking.k8s.io/vl
kind: Gateway
metadata:

name: cilium-gateway
spec:

gatewayClassName: cilium

listeners:
- name: http
port: 80

protocol: HTTP
allowedRoutes:
namespaces:
from: All
EOF

LoJKHBI MOJIYHUTb:

gateway.gateway.networking.k8s.io/cilium-gateway created

CMOTpUM 4TO Ha CaMOM Jerne:

kubectl get gateway -A

Buaum, 4To nosiBuncs gateway:

NAMESPACE NAME CLASS ADDRESS  PROGRAMMED  AGE

kube-system cilium-gateway cilium True 71s

CMOTpPUM 4TO Yy Hac C cepBUCaMu:

kubectl get svc -n kube-system

Buaum 4To nosaswusics LoadBalancer, HO OH elle He HacTPOoeH (a elle Kakown TO HOBbIW CEPBUC
hubble-peer):



NAME TYPE CLUSTER-IP EXTERNAL-IP
PORT(S) AGE

cilium-gateway-cilium-gateway LoadBalancer 10.152.183.225 <pending>
80:30514/TCP 4m13s

ck-storage-rawfile-csi-controller ClusterIP None <none>
<none> 189d

ck-storage-rawfile-csi-node ClusterIP 10.152.183.56 <none>
9100/TCP 189d

coredns ClusterIP 10.152.183.238 <none>
53/UDP,53/TCP 189d

hubble-peer ClusterIP 10.152.183.166  <none>
443/TCP 189d

metrics-server ClusterIP 10.152.183.180 <none>
443/TCP 189d

B03M0O>XXHO MO>XXHO Kak To HacTpouTb NodePort ana cutyaumm single node, Ho 3Ty runoTesy
Mbl TYT He NpoBepsieM.

Tak e load-balancer oTknto4eH no k8s status - ero Hy>XHO BKJIIOYNTb:

k8s enable load-balancer

LOJKHBI MONYHYNTh:

Enabling load-balancer on the cluster. This may take a few seconds, please wait.

load-balancer enabled.

# k8s status

cluster status: ready

control plane nodes: 192.168.56.83:6400 (voter)

high availability: no

datastore: etcd

network: enabled

dns: enabled at 10.152.183.238

ingress: disabled

load-balancer: enabled, L2 mode

local-storage: enabled at /var/snap/k8s/common/rawfile-storage

gateway enabled



# kubectl get pod,svc -n metallb-system

NAME READY  STATUS RESTARTS  AGE
pod/metallb-controller-676c8f595c-5chlt 1/1 Running © 2més
pod/metallb-speaker-t2x96 1/1 Running 0 2m6s
NAME TYPE CLUSTER-IP EXTERNAL-IP PORT(S) AGE
service/metallb-webhook-service  ClusterIP  10.152.183.39 <none> 443/TCP  2m7s

Heoxoanmo onsa Hawero LoadBalancer Ha3HauuTb nyn IP agpecos (B HaweM ciy4ae y Hac single
node 1 NO3TOMY YKa)KeM TOJIbKO O4MNH):

Ncnonb3oBaTh IP Hawero y3na HEJIb34. Heobxoanmo yka3zaTb cBO6OAHbIM aapec B Ballen
ceTu. (a MOXXEeT N MOXHO)!

k8s set load-balancer.cidrs=192.168.56.73-192.168.56.73

Mony4nniocs:

Configuration updated.

# kubectl get svc -n kube-system

NAME TYPE CLUSTER-IP EXTERNAL-IP
PORT(S) AGE
cilium-gateway-cilium-gateway LoadBalancer  10.152.183.225 192.168.56.73

80:30514/TCP 86m

ck-storage-rawfile-csi-controller ClusterIP None <none>
<none> 189d
ck-storage-rawfile-csi-node ClusterIP 10.152.183.56 <none>
9100/TCP 189d
coredns ClusterIP 10.152.183.238 <none>
53/UDP,53/TCP  189d
hubble-peer ClusterIP 10.152.183.166 <none>
443/TCP 189d
metrics-server ClusterIP 10.152.183.180 <none>
443/TCP 189d

Tenepb Nepexognm HeNnocpenCcTBEHHO K HacTponke ELMA365. MNpaBum Haw values-elma365.yaml.

OTkntovaem Ingress n Bko4aem Gateway API:


https://elma365.com/ru/help/platform/cilium-gateway.html#gateway-api-support

global:

gatewayAPI:
enabled: true
parentRefs:
- name: cilium-gateway

namespace: kube-system

ingress:

enabled: false

YcTaHaBnmBaem (obHoBNseMm) YapT ELMA365 Kak 3TO Mbl fe/slaeM CTaHAAPTHO (Y Ka)Kgoro CBOwn

NoAXoMd), HO CYTb - MPUMEHUTb HALLUWN U3MEHEHUS.

N TyT HaYyanmcb TaHubl ¢ 6y6HOM....

helm upgrade --install elma365 ./elma365 -f values-elma365.yaml --timeout=30m --debug --wait

Monyynnu (npuydem TyT istio BoobLLe?):

level=DEBUG msg="number of dependencies in the
dependencies=0

level=DEBUG msg="number of dependencies in the
level=DEBUG msg="number of dependencies in the
Error: unable to build kubernetes objects from

for name: "balancer-auth" namespace: "" from
version "security.istio.io/v1l"
ensure CRDs are installed first,
namespace: "istio-system" from "":
"networking.istio.io/vlalpha3"

ensure CRDs are installed first]

resource mapping not found for name:

chart" chart=messenger-vkteamsbot

chart" chart=messenger-whatsapp dependencies=0
chart" chart=postman dependencies=0
release manifest: [resource mapping not found

: no matches for kind "AuthorizationPolicy" in

"main-body-size-limit"

no matches for kind "EnvoyFilter" in version

N3y4me ~/elma365/charts/balancer/values.yaml 661210 06Hapy>XeHO MHTepecHoe 3Ha4YeHne
workloadSelector, Npo KOTOpoe HMUYero He CKasaHo B oppuULMaIbLHON CripaBKe:

global:
gatewayAPI:
enabled: false
parentRefs:

- name: main-gateway



namespace: istio-system
workloadSelector:
gateway.istio.io/managed: istio.io-gateway-controller
annotations: {}

hosts: []

3aMeHnInN 3Ha4YeHne Ha

CmoTpum ~/elma365/charts/balancer/templates/httproute.yaml a Tam 3axapKoaeHo ecsn BKJOYEH

gatewayAPI:

apiVersion: security.istio.io/vl
kind: AuthorizationPolicy
metadata:
name: {{ template "balancer.name" . }}-auth
labels:
{{- include "balancer.labels" . | nindent 4 }}
spec:
selector:
matchLabels:
app: {{ template "balancer.name" . }}

action: DENY

rules:
- to:
- operation:
ports: ["{{ $servicePort }}"]
paths: ["/balancer*"]
when:

- key: request.headers[authorization]

values: ["*"]

Mpobyem ypanuTb (ganee caenaem naty K guctpubyTmey m npobyem ycTaHOBUTbL CHOBa ELMA365
- 3Ta npobnema yLina HO ocTanacb BTOpas:

level=DEBUG msg="number of dependencies in the chart" chart=textextractor dependencies=0
level=DEBUG msg="number of dependencies in the chart" chart=widget dependencies=0

Error: unable to build kubernetes objects from release manifest: resource mapping not found
for name: "main-body-size-limit" namespace: "istio-system" from "": no matches for kind
"EnvoyFilter" in version "networking.istio.io/vlalpha3"

ensure CRDs are installed first



Mpobyem nobasnTtb OTKAOYeHME envoyFilter B Hawen KoHhUrypaumm, Beb Mbl HUKaKon Envoy He
yCTaHaBAMBaNN:

gatewayAPI:

enabled: true
# annotations: {}
parentRefs:

- name: cilium-gateway

namespace: kube-system

# timeoutSeconds: "300s"
# retries:
# attempts: 3
envoyFilter:

enabled: false

# namespace: "istio-system"

YcTaHOBKa nowia ganblie! Ypa! XXaoem pesynbTar...

Bce nogHsanocb 6e3 ownbok. CMOTPUM Kakme y Hac nossBUANChL pecypcbl HTTPRoute:

kubectl get httproute -A

|_|OJ'Iy‘-II/IJ'II/I 4YTO TO NMoxoxxee:

NAMESPACE  NAME HOSTNAMES AGE

default balancer ["d.rmg365.ru"] 9m33s
default fileprotection ["d.rmg365.ru"] 9m33s
default front ["d.rmg365.ru"] 9m33s
default hydra-adaptor ["d.rmg365.ru"] 9m33s
default main ["d.rmg365.ru"] 9m33s
default main-publicapi ["d.rmg365.ru"] 9m33s
default notifier ["d.rmg365.ru"] 9m33s
default notigate ["d.rmg365.ru"] 9m33s
default vahter ["d.rmg365.ru"] 9m33s
default web-forms ["d.rmg365.ru"] 9m33s

MepeHacTpoWIn reverse proxy Ha Hall HOBbIA aApec, 4TO Mbl YKa3anu paHee ans LB n Byans:



e

£+ TMpurnacuTs NonbsosaTtenei l l B Texnopnepxka l l (® Cnpaeka

Cospartb cBoe pelueHue

CoobweHna

@ HaunuTe ¢ co3paHma pasnena. [lobassTe KOpNopaTUBHbBIE NPUITOXEHMWS.
Mouta acTpavBarTe GOpMbl, MOOENMPYHTE DM3HEC-NPOLECCH M UCTIONB3YHTE
c - . ) ' B @) ->| = —><>
MHOXEeCTBO OpYTUX BO3MOXHOCTEN, yTobbl co3aaTs ngeansHoe pabouee I:I

@ MPOCTPaHCTBO

Dains

Lo
mn

Komnanma

[? NoppobHee o cosznaHWuM pasnenos

Kaneupaps
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HDaBanTe nonpobyem Bce ke 06MaHyTh LB 1 yKasaTb eMy agpec xocTa, 4Tobbl He nnoanTb y cebs
ANMULWHNKIA:

k8s set load-balancer.cidrs=192.168.56.83-192.168.56.83

Bpone He pyrHynocb Aaxe:

Configuration updated.

# kubectl get svc -n kube-system

NAME TYPE CLUSTER-IP EXTERNAL-IP
PORT(S) AGE
cilium-gateway-cilium-gateway LoadBalancer  10.152.183.225 192.168.56.83

80:30514/TCP 158m

ck-storage-rawfile-csi-controller ClusterIP None <none>
<none> 190d
ck-storage-rawfile-csi-node ClusterIP 10.152.183.56 <none>
9100/TCP 190d
coredns ClusterIP 10.152.183.238 <none>

53/UDP,53/TCP  1906d
hubble-peer ClusterIP 10.152.183.166  <none>
443/TCP 190d


https://kb.randmgroup.ru/uploads/images/gallery/2026-08/oZjlD7GJKBV2Y3Jw-image.png

metrics-server ClusterlIP 10.152.183.180 <none>

443/TCP 190d

DKCMepuUMEHT NpoLles yaa4yHO 1N Mbl BEPHYJIM HAaCTPONKKM reverse proxy Kak bbiso B ciyvae
Ingress.

Hy BoT cobcTBeHHO 1 maTy ansa 2026.4 (akTyanbHo ans 2026.4.42, NOKKa He UCNIaBuUan) -
balancer-httproute.patch.2026.4

--- elma365/charts/balancer/templates/httproute.yaml[J2026-07-31 09:06:50.000000000 +0300
+++ ./httproute.yaml[J2026-08-02 14:13:28.294230220 +0300
@@ -43,24 +43,4 @@
- name: {{ $serviceName }}
port: {{ $servicePort }}
{{- end }}

-apiVersion: security.istio.io/vl

-kind: AuthorizationPolicy

-metadata:

- name: {{ template "balancer.name" . }}-auth
- labels:

- {{- include "balancer.labels" . | nindent 4 }}
-spec:

- selector:

- matchLabels:

- app: {{ template "balancer.name" . }}

- action: DENY

- rules:

- - to:

- - operation:

- ports: ["{{ $servicePort }}"]

- paths: ["/balancer*"]

- when:

- - key: request.headers[authorization]
- values: ["*"]

{{- end }}

Mocne 3arpy3kKn HOBOro AUCTPO NPUMeEHsSeM naTy:

patch elma365/charts/balancer/templates/httproute.yaml < balancer-httproute.patch.2026.4
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