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[lpenocTaBneHne foCcTyna
NnepeHoCMMbIM CepBuMCaM

Mo yMon4yaHuio, NepeHoCUMbIE CEPBUCHI HE MMEKT HUKAKOro A0oCTyna K Knactepy. YTobbl pewmnTb
AaHHY0 Npobnemy, He06X0ANMO BbINMOJIHUTL CNEAYIOLLY0 KOMaHAY:

kubectl create clusterrolebinding default-pod --clusterrole cluster-admin --

serviceaccount=elma365-applets:default

roe elma365-applets No ymonyaHMio namespace s NepeHOCUMbIX CEPBUCOB (MOXKET BbITb
n3MeHeH Ha cBou B values-elma365.yaml)

[OaHHbIN criocob aBNseTCA CUIIbHO He Be3onacHbIM. KpaHe He peKOMeHOYeTCs ero
NCMonb30BaTb B MPOAYKTUBHON cpefe.

Hanpumep, ona 6ubnmotekn TechSU.ELMA365 nHoroa TpebyeTcsa NnoHATb, B KAKOM hamespace
HaxoauTcsa caMa ELMA365. 1ns sToro npennaraetcsa 6onee 6e3onacHbIn cnocob:

cat << EOF | kubectl apply -f -
apiVersion: rbac.authorization.k8s.io/v1l
kind: Role
metadata:

namespace: elma365-applets

name: namespace- reader

rules:

- apiGroups: [""]
resources: ["namespaces"]
verbs: ["get"]

apiVersion: rbac.authorization.k8s.io/v1
kind: RoleBinding
metadata:

namespace: elma365-applets

name: namespace-reader-binding
subjects:

- kind: ServiceAccount



name: default
namespace: elma365-applets
roleRef:
kind: Role
name: namespace-reader
apiGroup: rbac.authorization.k8s.io

EOF



HocTtyn K DB cekpeTam

Mo ymMon4aHuIo, NepeHoCMble CePBUCHI PACMNoSIOXKeHbl B OTJIMYHOM OT OCHOBHbIX CEPBUCOB
ELMA365 namespace. [103TOMYy He MMelOT 00CTYyrNa K CeKpeTaM.

Ona npepocTtaB/ieHNs O0CTYNa a Tak XXe CUHXPOHMU3aUUM Npu NUaMeHeHnmn 3HaYeHun, HeobxoanMmMo
BbIMOJIHNTb CJieayrouine nencTeus:

kubectl get secret elma365-db-connections -n default -o json > secret.json

cat secret.json | jq

'del(.metadata.namespace, .metadata.resourceVersion, .metadata.uid, .metadata.creationTimestamp, .
metadata.selfLink)' > secret-clean.json

kubectl apply -f secret-clean.json -n elma365-applets

oe:
-n default - namespace rage yctaHosneHa EMLA365,
-n elma365-applets - namespace nepeHOCMMbIX CEPBUCOB

MNMocne 3Toro HaAo BbIMOJHUTL AENCTBUS NO NPObpPOCY CEKPeToB B Hall cepBuc B ENV, Ha npumepe

KaK pacCrnnmcCaHoO TYT U TYT.

Ecnn HY>XeH FlpFIMOVI OOCTyn U3 Ballero cepsuca, Heobxoammo NMPUMEHNTDb:

cat << EOF | kubectl apply -f -
apiVersion: rbac.authorization.k8s.io/v1
kind: Role
metadata:

namespace: elma365-applets

name: secret-reader

rules:
- apiGroups: [""]
resources: ["secrets"]

verbs: ["get", "list"]
apiVersion: rbac.authorization.k8s.io/vl
kind: RoleBinding
metadata:

namespace: elma365-applets

name: secret-reader-binding


https://elma365.com/ru/help/platform/configmap.html
https://elma365.com/ru/help/business_solutions/security-audit-3.html#connect-db

subjects:
- kind: ServiceAccount
name: default
namespace: elma365-applets
roleRef:
kind: Role
name: secret-reader
apiGroup: rbac.authorization.k8s.io

EOF

Mocne 3Toro MOXKHO UCNONb30BaTh BUbAMOoTEKM AOCTyna B Kebernates B Koae nepeHOCMMOro
cepBuca, 4Tobbl NOYYUTb AAHHbIE N3 CEKPETOB.



